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Abstract:
Out-of-the-box and outside-the-wire thinking is required to identify
sophisticated synthetic aberrations, which would bypass prototypical
cyber defense systems. The various tools and techniques are
somewhat important within the ecosystem, but an assessment
methodology that embodies diligence, persistence, and learning over
time can be even more vital than the various tools and techniques.
This paper posits that the depth and breadth of any cyber
investigation foray can well be achieved by employing an approach
that is termed Cyber Discernment. In Cyber Discernment, a
methodological robust decision engineering framework, Karassian
Netchain Analysis (KNA), among others, is utilized to understand
Negative Influence Dominating Sets (NIDS) or areas of instability
and Positive Influence Dominating Sets (PIDS) or islands of stability.
By ascertaining PIDS and understanding how best to mitigate NIDS,
a form of annealed cyber resiliency, enhanced cyber security, and
latent cyber stability can be achieved, thereby mitigating against
unintended consequences, undesired elements of instability, and
“perfect storm” crises lurking within the system.
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