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Abstract:
Cyber-physical security-related queries and analytics run on traditional relational databases can take many
hours to return. Furthermore, programming analytics on distributed databases requires great skill, and there
is a shortage of such talent worldwide. In this talk on computational intelligence within cyber security, we will
review developments of processing large datasets in-memory using a coherent shared memory approach.
The coherent shared memory approach allows programmers to view a cluster of servers as a system with a
single large RAM. By hiding the actual system architecture under a software layer, we proffer a more intuitive
programming model. Furthermore, the design of applications is “timeless” since hardware upgrades require
no changes to the software. The advantages of shared memory are countered by some disadvantages in that
race conditions can occur; however, in many of these cases, we can provide models that protect us against
such problems. Exemplars include sensemaking of Twitter feeds, the processing of Smart Meter datasets,
and the large scale simulation of the caching of files at disparate points around the globe.
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I. Introduction
Dynamic global supply chains and the reliance on geospatial decision support systems
(DSS) have underscored the need to quickly analyze large datasets for rapid sensemaking,
involving cyber-physical security-related queries and analytics. While many enterprise
systems were principally architected and optimized for performance, next-generation
intelligent engineering system approaches necessitate architecting for robust security so
that the system is evolutionarily resilient and defensible at machine-speed. These
considerations have necessitated a paradigm shift in dataset/computation algorithms; in a
predominant share of big data cases, moving the computation to the data instead of the
traditional methodology of moving the data to computation. The processing speed
advantage can be several orders of magnitude, which immediately alters the outcomes of
numerous cyber security cost-benefit analysis (CBA) models. The prior ROI conclusions
that certain cyber security technologies may hinder productivity are reversed, and an entire
spectrum of cyber defense-in-depth approaches now come into play and create new
opportunities.
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