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Abstract:
In this paper, we consider potential vulnerabilities of critical infrastructural resilience to cyber manipulation, in
particular the ability to counterfeit or spoof data from tsunametric buoys and other ocean data acquisition
systems equipped with telecommunications capability, and connected to the Internet of Things. Employing a
historical hindcasting methodology, we briefly trace the history of ocean data acquisition systems in the
context of tsunami detection and disaster preparedness, and describe the basic techniques through which
this digital sensor equipment could be manipulated. We go on to explore the potential on-land sequelae of
such manipulation, thus establishing the importance of secure data buoy communications. In particular, we
present the possibility that spoofing or manipulating ocean buoy data has the potential to compromise
essential services such as the generation, transmission, and distribution of electricity on land. In order to
mitigate such a potential vulnerability, or blind spot, we offer pathways for increasing the security of ocean
data acquisition systems, and thereby enhancing resilience within the many additional maritime and terrestrial
systems which either rely on, or are impacted by sea-state data.
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I. Introduction
Awareness and understanding of ocean phenomena, including tropical cyclones, tsunamis
and other natural and man-made disasters, plays a vital role in maintaining societal and
infrastructural resilience [1] 

Although Taiphoon Haiyan (Yolanda) was one of the most destructive storms in Filipino
History, and was responsible for 6,300 deaths, consequences for the 16 million people it
affected would have been even more severe without the aid of technology such as data
buoys. Four million people evacuated their homes, many of whom would have died without
the early warning generated from ODAS data, including data buoys. This data helped to
inform the execution of evacuation and emergency shelter plans throughout affected
regions of the Philippines.

. In turn, buoys equipped with digital sensors such as the one pictured below in Figure 1
are a critical component of the technology required for coastal nations to adequately
prepare for and manage resources during the onset of an ocean-emanating disaster event
[2]. The advent of sophisticated remote sensing capabilities and rapid machine-to-machine
communications brought on by recent advances in technology enable us to detect the
onset of disaster events with ever-increasing precision, and to establish automated
protocols for safeguarding infrastructural assets. However, the integration of these still
comparatively sparse sensor assets into a widely connected Internet of Things (IoT),
combined with the rise of malicious computer hacking activities introduces new potential
vulnerabilities to cyber manipulation or data spoofing, which can yield significant negative
consequences for infrastructural systems both at sea and on land [3]. By way of example,
the generation of spoofed data from ocean buoys that falsely indicate an impending
tsunami has the latent ability to compromise terrestrial electric power systems, thus
opening the door to a Pandora's Box of additional cascading effects [4]. The many layers of
mechanical hardware and intelligent software comprising the networked architecture of
cyber-physical infrastructural systems enable the collection and dissemination of massive
amounts of data that increase our ability to cope with the ravages of Mother Nature.
However, these very same layers of technological complexity also introduce new points of
exposure that malevolent human actors may target in order to achieve destabilizing
outcomes for critical and strategic infrastructures.
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