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Abstract:
Distribution utilities within the energy ecosystem have struggled with implementing more resilient
architectures amidst new resilience compliance mandates. Their traditional command and control (C2)
architectures are hierarchical in nature, so the challenge is to transition to more resilient architectures, which
will continue to provide requisite capabilities amidst system failures, anthropogenically-induced failures, and
nature-induced failures. This paper presents a pilot case study of a mission-critical system, which utilizes a
unique C2 of C2 architecture to successfully incorporate certain resiliency qualities. Accordingly, it is found
that an elastic architecture, with concomitant elastic continuous function underpinnings, can prove invaluable
for resilient C2 of C2 architectures.
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I. Introduction
Prototypical command and control (C2) architectures (even advanced ones) [1], such as
within the energy ecosystem, typically involve headquarters (HQ)-related node data and
remote, distributed hyper-locale (specific to the ambient conditions) node data that need to
be effectively fused so as to create actionable quality data. Under contrived conditions, the
headquarters-related node and the involved remote, distributed hyper-locale node exist
within some type of enclaved network. However, under exigency situations, this "solitary"
enclaved network quickly devolves as "partner" nodes are often needed (under a
devolution schema [2]). If the exigency is limited, only one "partner" enclave may be
needed. However, if the exigency is large-scale and widespread, the needs may be varied,
and, consequently, multi-partner enclaves (MPE) may be needed. These MPEs may have
distinct and disparate C2 nodes. The MPEs of the involved C2 nodes may change as the
"coalitions of the willing" also dynamically change, but throughout it all, the interests of the
original HQ C2 remains overarching (if not paramount), thereby necessitating non-zero-
sum game theory success (i.e. ideally, all winners and no losers among the involved
MPEs). Accordingly, during non-exigency situations, the HQ C2 can function in a certain
way; yet, during certain exigency situations, the involved HQ C2 architecture must be able
to devolve into the aforementioned MPE paradigm. This paper describes an actual pilot
case study of a mission-critical system being deployed. Section I provided an introduction.
The remainder of this paper is organized as follows. Section II describes the need for
resilient C2 architectures. Section III delineates the inefficacy of conventional C2
architectures amidst exigency circumstances. Section IV discusses the need for a new C2
architecture to mitigate the impact of exigency circumstances. Section V compares a
conventional C2 architecture to that of an elastic C2 architecture. Section VI discusses the
promise of an elastic C2 architecture (a.k.a. C2 of C2 architecture). Section VII presents a
case study of a C2 of C2 architecture. Finally, Section VIII provides some observations and
conclusions are summarized.
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